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Error and attack tolerance ofcom plex networks
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M any com plex system s display a surprising degree of tolerance against er-

rors. For exam ple,relatively sim ple organism s grow ,persist and reproduce de-

spite drastic pharm aceuticalor environm entalinterventions,an error tolerance

attributed to the robustness ofthe underlying m etabolic netw ork [1]. C om plex

com m unication netw orks[2]display a surprising degree ofrobustness: w hile key

com ponents regularly m alfunction, local failures rarely lead to the loss of the

global inform ation-carrying ability of the netw ork. T he stability of these and

other com plex system s is often attributed to the redundant w iring ofthe func-

tionalw eb de�ned by the system s’com ponents. In this paper w e dem onstrate

that error tolerance is not shared by allredundant system s,but it is displayed

only by a class ofinhom ogeneously w ired netw orks,called scale-free netw orks.

W e �nd that scale-free netw orks,describing a num ber ofsystem s,such as the

W orld W ide W eb (w w w ) [3{5], Internet [6], social netw orks [7] or a cell [8],

display an unexpected degree ofrobustness,the ability oftheir nodes to com -

m unicate being una�ected by even unrealistically high failure rates. H ow ever,

error tolerance com es at a high price: these netw orks are extrem ely vulnerable

to attacks,i.e. to the selection and rem ovalofa few nodes that play the m ost

im portant role in assuring the netw ork’s connectivity. Such error tolerance and

attack vulnerability are generic properties ofcom m unication netw orks,such as

the Internet or the w w w , w ith com plex im plications on assuring inform ation

readiness.
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Theincreasing availability oftopologicaldataon largenetworks,aided by thecom puter-

ization ofdata acquisition,haslead to m ajoradvancesin ourunderstanding ofthegeneric

aspectsofnetwork structureand developm ent[9{16].Theexisting em piricaland theoretical

resultsindicatethatcom plex networkscan bedivided into two m ajorclassesbased on their

connectivitydistribution P(k),givingtheprobabilitythatanodein thenetworkisconnected

to k othernodes.The�rstclassofnetworksischaracterized by a P(k)thatispeaked atan

average hkiand decaysexponentially forlarge k. The m ostinvestigated exam plesofsuch

exponentialnetworksaretherandom graph m odelofErd}osand R�enyi[9,10]and thesm all-

world m odelofW attsand Strogatz [11],both leading to a fairly hom ogeneousnetwork,in

which each nodehasapproxim ately thesam enum beroflinks,k ’ hki.In contrast,results

on the world-wide web (www)[3{5],Internet[6]and otherlarge networks[17{19]indicate

that m any system s belong to a class ofinhom ogeneous networks,referred to as scale-free

networks,forwhich P(k)decays asa power-law,i.e. P(k)� k� ,free ofa characteristic

scale.W hiletheprobability thata nodehasa very largenum berofconnections(k >> hki)

is practically prohibited in exponentialnetworks,highly connected nodes are statistically

signi�cantin scale-freenetworks(seeFig.1).

W e start by investigating the robustness ofthe two basic network m odels,the Erd}os-

R�enyi(ER)m odel[9,10]thatproducesanetwork with an exponentialtail,and thescale-free

m odel[17]with a power-law tail. In the ER m odelwe �rstde�ne the N nodes,and then

connecteach pairofnodeswith probability p.Thisalgorithm generatesahom ogeneousnet-

work (Fig.1),whoseconnectivity followsa Poisson distribution peaked athkiand decaying

exponentially fork >> hki.

The inhom ogeneous connectivity distribution ofm any realnetworks is reproduced by

the scale-free m odel[17,18]that incorporates two ingredients com m on to realnetworks:

growth and preferentialattachm ent.Them odelstartswith m 0 nodes.Atevery tim estep t

a new node isintroduced,which isconnected to m ofthe the already existing nodes. The

probability � i thatthe new node isconnected to node idependson the connectivity ki of
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thatnode,such that� i= ki=
P

jkj.Forlargettheconnectivity distribution isa power-law

following P(k)= 2m 2=k3.

The interconnectedness ofa network isdescribed by itsdiam eterd,de�ned asthe av-

erage length ofthe shortest paths between any two nodes in the network. The diam eter

characterizestheability oftwo nodesto com m unicatewith each other:thesm allerd is,the

shorteristheexpected path between them .Networkswith avery largenum berofnodescan

have a rathersm alldiam eter;forexam ple the diam eterofthe www,with over800 m illion

nodes[20],isaround 19 [3],while socialnetworkswith oversix billion individualsare be-

lieved to have a diam eterofaround six [21].To properly com parethe two network m odels

wegenerated networksthathavethesam enum berofnodesand linkssuch thatP(k)follows

a Poisson distribution fortheexponential,and a power-law forthescale-freenetwork.

Errortolerance| To addressthenetworks’errortolerance,westudy thechangesin the

diam eterwhen a sm allfraction f ofthenodesisrem oved.Them alfunctioning (absence)of

a nodein generalincreasesthedistancebetween therem aining nodes,sinceitcan elim inate

som epathsthatcontributeto thesystem ’sinterconnectedness.Indeed,fortheexponential

network the diam eterincreasesm onotonically with f (Fig.2a),thus,despite itsredundant

wiring (Fig.1),it is increasingly di�cult for the rem aining nodes to com m unicate with

each other. This behavior is rooted in the hom ogeneity ofthe network: since allnodes

have approxim ately the sam e num beroflinks,they allcontribute equally to the network’s

diam eter,thustherem ovalofeach nodecausesthesam eam ountofdam age.In contrast,we

observe a drastically di�erent and surprising behaviorforthe scale-free network (Fig.2a):

thediam eterrem ainsunchangedunderan increasingleveloferrors.Thuseven when ashigh

as5% ofthenodesfail,thecom m unication between therem aining nodesin the network is

una�ected.Thisrobustnessofscale-freenetworksisrootedintheirextrem elyinhom ogeneous

connectivitydistribution:sincethepower-law distribution im pliesthatthem ajorityofnodes

have only a few links, nodes with sm allconnectivity willbe selected with m uch higher

probability,and therem ovalofthese"sm all" nodesdoesnotalterthepath structureofthe

rem aining nodes,thushasno im pacton theoverallnetwork topology.
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Attack survivability| An inform ed agentthatattem pts to deliberately dam age a net-

work,such asdesigningadrugtokillabacterium ,willnotelim inatethenodesrandom ly,but

willrathertargetthem ostconnected nodes.Tosim ulatean attack we�rstrem ovethem ost

connected node,and continueselecting and rem oving nodesin thedecreasing orderoftheir

connectivity k. M easuring the diam eter ofan exponentialnetwork under attack,we �nd

that,dueto thehom ogeneity ofthenetwork,thereisno substantialdi�erence whetherthe

nodesare selected random ly orin decreasing orderofconnectivity (Fig.2a). On the other

hand,a drastically di�erent behavior is observed for scale-free networks: when the m ost

connected nodes are elim inated,the diam eter ofthe scale-free network increases rapidly,

doubling its originalvalue if5% ofthe nodes are rem oved. This vulnerability to attacks

isrooted in theinhom ogeneity oftheconnectivity distribution:theconnectivity isensured

by a few highly connected nodes (Fig.1b),whose rem ovaldrastically altersthe network’s

topology,and decreasestheability oftherem aining nodesto com m unicatewith each other.

Network fragm entation| W hen nodes are rem oved from a network,clusters ofnodes,

whose links to the system disappear, can get cut o� from the m ain cluster. To better

understand theim pactoffailuresand attackson thenetwork structure,wenextinvestigate

thisfragm entation process.W em easurethesizeofthelargestcluster,S,shown asafraction

ofthe totalsystem size,when a fraction f ofthe nodesare rem oved eitherrandom ly orin

an attack m ode. W e �nd thatforthe exponentialnetwork,aswe increase f,S displaysa

threshold-like behaviorsuch thatforf > fc ’ 0:28 we have S ’ 0. A sim ilarbehavioris

observed when we m onitorthe average size hsiofthe isolated clusters(i.e. allthe clusters

exceptthelargestone),�nding thathsiincreasesrapidly untilhsi’ 2 atfc,afterwhich it

decreasesto hsi= 1.These resultsindicate the following breakdown scenario (Fig.4):For

sm allf,only singlenodesbreak apart,hsi’ 1,butasf increases,thesizeofthefragm ents

thatfallo�them ain clusterincreases,displayingasingularbehavioratfc.Atfc thesystem

practically fallsapart,the m ain cluster breaking into sm allpieces,leading to S ’ 0,and

thesizeofthefragm ents,hsi,peaks.Aswecontinuetorem ovenodes(f > fc),wefragm ent

theseisolated clusters,leading to a decreasing hsi.SincetheER m odelisequivalentto the
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in�nitedim ensionalpercolation [22],theobserved threshold behaviorisqualitatively sim ilar

to thepercolation criticalpoint.

However,the response ofa scale-free network to attacksand failuresisratherdi�erent

(Fig.3b). Forrandom failures no threshold forfragm entation is observed,ratherthe size

ofthe largest cluster slowly decreases. The fact that hsi ’ 1 for m ost f indicates that

the network isdeated by nodesbreaking o� one by one,the increasing errorlevelleading

to the isolation ofsingle nodes only, not clusters ofnodes. Thus, in contrast with the

catastrophic fragm entation ofthe exponentialnetwork at fc,the scale-free network stays

together as a large cluster for very high values off,providing additionalevidence ofthe

topologicalstability ofthese networks under random failures. This behavior isconsistent

with the existence ofan extrem ely delayed criticalpoint(Fig.3),the network falling apart

only afterthem ain clusterhasbeen com pletely deated.On the otherhand,the response

to attack ofthe scale-free network is sim ilar (but swifter) to the response to attack and

failureoftheexponentialnetwork (Fig.3b):ata criticalthreshold fsfc ’ 0:18,sm allerthan

thevaluefec ’ 0:28 observed fortheexponentialnetwork,thesystem breaksapart,form ing

m any isolated clusters(Fig.4).

W hile great e�orts are being m ade to design error tolerant and low yield com ponents

for com m unication system s,little is known about the e�ect ofthe errors and attacks on

thelarge-scaleconnectivity ofthenetwork.To dem onstratetheim pactofourm odelbased

studiesto thesesystem s,nextweinvestigatetheerrorand attack toleranceoftwo networks

ofincreasing econom icand strategicim portance:theInternetand thewww.

Recently Faloutsosetal.[6]investigated thetopologicalpropertiesoftheInternetatthe

routerand inter-dom ain level,�ndingthattheconnectivity distribution followsapower-law,

P(k)� k� 2:48.Consequently,weexpectthatitshould display theerrortoleranceand attack

vulnerability predicted by ourstudy.To testthis,weused thelatestsurvey oftheInternet

topology,givingthenetworkattheinter-dom ain (autonom oussystem )level.Indeed,we�nd

thatthediam eteroftheInternetisuna�ected by therandom rem ovalofashigh as2:5% of

thenodes(an orderofm agnitudelargerthan thefailurerate(0:33% )oftheInternetrouters
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[23]),while ifthe sam e percentage ofthe m ostconnected nodesare elim inated (attack),d

m ore than triples(Fig.2b).Sim ilarly,the large connected clusterpersistsforhigh ratesof

random noderem oval,butifnodesarerem oved in theattackm ode,thesizeofthefragm ents

thatbreak o� increasesrapidly,thecriticalpointappearing atfI
c ’ 0:03 (Fig.3b).

The www form s a huge directed graph whose nodes are docum ents and edges are the

URL hyperlinks that point from one docum ent to another,its topology determ ining the

search engines’ability tolocateinform ation on it.Thewww isalsoascale-freenetwork:the

probabilitiesPout(k)and Pin(k)thatadocum enthask outgoingand incom ing linksfollow a

power-law overseveralordersofm agnitude,i.e.P(k)� k� ,with in = 2:1 and out= 2:45

[3,4,24].Sincenocom pletetopologicalm apofthewww isavailable,welim ited ourstudytoa

subsetoftheweb containing325;729nodesand 1;469;680links(hki= 4:59)[3].Despitethe

directednessofthelinks,theresponseofthesystem issim ilartotheundirected networkswe

investigated earlier:aftera slightinitialincrease,d rem ainsconstantin thecaseofrandom

failures,while itincreasesforattacks(see Fig.2c).The network survivesasa largecluster

underhigh ratesoffailure,butthe behaviorofhsiindicatesthatunderattack the system

abruptly fallsapartatfwc = 0:067 (Fig.3c).

In sum m ary,we�nd thatscale-freenetworksdisplay a surprisingly high degreeoftoler-

anceagainstrandom failures,aproperty notshared by theirexponentialcounterparts.This

robustness is probably the basis ofthe errortolerance ofm any com plex system s,ranging

from cells[8]to distributed com m unication system s. Italso explainswhy,despite frequent

routerproblem s[23],werarely experienceglobalnetwork outagesor,despitethetem porary

unavailability ofm any webpages,ourability to surfand locate inform ation on the web is

una�ected. However,the errortolerance com esatthe expense ofattack survivability: the

diam eterofthese networksincreasesrapidly and they break into m any isolated fragm ents

when the m ostconnected nodesare targeted. Such decreased attack survivability isuseful

fordrugdesign [8],butitislessencouragingforcom m unication system s,such astheInternet

orthewww.W hilethegeneralwisdom isthatattackson networkswith distributed resource

m anagem entare lesssuccessful,ourresultsindicate thatthe topologicalweaknessesofthe
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currentcom m unication networks,rooted in theirinhom ogeneousconnectivity distribution,

haveseriouse�ectson theirattack survivability,thatcould beexploited by thoseseeking to

dam agethesesystem s.
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FIGURES

FIG .1. Visualillustration ofthe di� erence between an exponentialand a scale-free network.

The exponentialnetwork a isratherhom ogeneous,i.e. m ostnodeshave approxim ately the sam e

num beroflinks.In contrast,the scale-free network b isextrem ely inhom ogeneous:whilethe m a-

jority ofthenodeshaveoneortwolinks,afew nodeshavealargenum beroflinks,guaranteeingthat

thesystem isfully connected.W ecolored with red the� venodeswith thehighestnum beroflinks,

and with green their� rstneighbors.W hile in the exponentialnetwork only 27% ofthe nodesare

reached bythe� vem ostconnected nodes,in thescale-freenetwork m orethan 60% are,dem onstrat-

ingthekeyroletheconnected nodesplayin thescale-freenetwork.Notethatboth networkscontain

130 nodesand 215 links(hki= 3:3).Thenetwork visualization wasdoneusing thePajek program

forlarge network analysis< http://vlado.fm f.uni-lj.si/pub/networks/pajek/pajekm an.htm > .
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FIG .2. Changesin the diam eterofthe network asa function ofthe fraction ofthe rem oved

nodes. a, Com parison between the exponential(E) and scale-free (SF) network m odels, each

containing N = 10;000 nodes and 20;000 links (i.e. hki = 4). The blue sym bols correspond to

the diam eter ofthe exponential(triangles) and the scale-free (squares) network when a fraction

f ofthe nodes are rem oved random ly (error tolerance). Red sym bols show the response ofthe

exponential(diam onds)and the scale-free (circles)networksto attacks,when the m ostconnected

nodes are rem oved. W e determ ined the f dependence ofthe diam eter for di� erent system sizes

(N = 1;000,5;000,20;000) and found that the obtained curves,apart from a logarithm ic size

correction,overlap with those shown in a,indicating thatthe resultsare independentofthe size

ofthe system . Note that the diam eter ofthe unperturbed (f = 0) scale-free network is sm aller

than thatofthe exponentialnetwork,indicating thatscale-free networksuse m ore e� ciently the

links available to them ,generating a m ore interconnected web. b,The changes in the diam eter

ofthe Internetunderrandom failures(squares)orattacks(circles). W e used the topologicalm ap

ofthe Internet,containing 6;209 nodes and 12;200 links (hki = 3:4),collected by the National

Laboratory forApplied Network Research < http://m oat.nlanr.net/Routing/rawdata/> . c,Error

(squares)and attack (circles)survivability oftheworld-wideweb,m easured on asam plecontaining

325;729 nodesand 1;498;353 links[3],such thathki= 4:59.
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FIG .3. Network fragm entation underrandom failures and attacks. The relative size ofthe

largestclusterS (open sym bols)and theaveragesizeoftheisolated clustershsi(� lled sym bols)in

function ofthefraction ofrem oved nodesf forthesam esystem sasin Fig.2.ThesizeS isde� ned

asthefraction ofnodescontained in thelargestcluster(i.e.S = 1 forf = 0).a,Fragm entation of

the exponentialnetwork underrandom failures(squares)and attacks (circles). b,Fragm entation

ofthescale-free network underrandom failures(bluesquares)and attacks(red circles).Theinset

shows the error tolerance curves for the whole range off,indicating that the m ain cluster falls

apartonly afterithasbeen com pletely de ated.Note thatthe behaviorofthe scale-free network

undererrorsisconsistentwith an extrem ely delayed percolation transition:atunrealistically high

errorrates(fm ax ’ 0:75)wedo observea very sm allpeak in hsi(hsm axi’ 1:06)even in thecaseof

random failures,indicating the existence ofa criticalpoint.Fora and b we repeated the analysis

for system s ofsizes N = 1;000,5;000,and 20;000,� nding that the obtained S and hsi curves

overlap with the one shown here,indicating thatthe overallclustering scenario and the value of

the criticalpointisindependentofthe size ofthe system . Fragm entation ofthe Internet(c)and

www (d),using the topologicaldata described in Fig.2.The sym bolsare the sam e asin b.Note

thathsiin d in thecaseofattack isshown on adi� erentscale,drawn in therightsideofthefram e.

W hile forsm allf we have hsi’ 1:5,atfwc = 0:067 the average fragm entsize abruptly increases,

peaking athsm axi’ 60,then decays rapidly. For the attack curve in d we ordered the nodesin

function ofthe num ber ofoutgoing links,kout. Note that while the three studied networks,the

scale-free m odel,the Internet and the www have di� erent ,hki and clustering coe� cient [11],

theirresponseto attacksand errorsisidentical.Indeed,we � nd thatthedi� erence between these

quantitieschangesonly fc and the m agnitude ofd,S and hsi,butnotthe nature ofthe response

ofthesenetworksto perturbations.
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FIG .4. Sum m ary ofthe response ofa network to failures or attacks. The insets show the

cluster size distribution for various values off when a scale-free network ofparam eters given in

Fig.3b issubjectto random failures(a-c)orattacks(d-f).U pper panel:Exponentialnetworks

underrandom failuresand attacksand scale-freenetworksunderattacksbehavesim ilarly:forsm all

f clustersofdi� erentsizesbreak down,whilethereisstilla largecluster.Thisissupported by the

clustersize distribution: while we see a few fragm entsofsizesbetween 1 and 16,there isa large

clusterofsize9;000 (thesizeoftheoriginalsystem being 10;000).Ata criticalfc (seeFig.3)the

network breaksinto sm allfragm entsbetween sizes1 and 100 (b)and thelargeclusterdisappears.

Ateven higherf (c)the clustersare furtherfragm ented into single nodesorclustersofsize two.

Low er panel: Scale-free networksfollow a di� erentscenario underrandom failures: The size of

the largestclusterdecreasesslowly as� rstsingle nodes,then sm allclustersbreak o� . Indeed,at

f = 0:05 only singleand doublenodesbreak o� (d).Atf = 0:18,when underattack the network

is fragm ented (b),underfailures the large cluster ofsize 8;000 coexists with isolated clusters of

size 1 through 5 (e).Even forunrealistically high errorrate off = 0:45 thelarge clusterpersists,

the size ofthe broken-o� fragm entsnotexceeding 11 (f).

14


